GKB® Making Security Easier.

Surveillance Security Systems Qiplomqf b
GKB Professional Vaas Surveillance System

A Powerful VaaS(Video as a Service) Surveillance Solution

GKB Professional Vaas Surveillance System provides cloud platform
including recording, live viewing and management. We dont need
record video in traditional NVR and can view all our IP cameras anytime
and anywhere.
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GKB Vaas Structure
Introduction

Management Server

Recording & Relay Server

64CH Remote Access Software

www.cloud-nvr.com: world 1st cloud NVR platform and multi-servers application

Alarm Platform



VaaS Solution
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Management and Registration Server

The management platform/sever, known as Oserver in GKB model,
manages all cameras and user names registration. It is a large scale
management platform that can support up to 50,000 network cameras
and 100 application servers (recording / relay server; known as NBserver
in GKB model) on line simultaneously. It is also with built in Web Server
portal with customized URL and GUI allowing remote users to log in and
obtain camera list under the user names. lts SNMP (Small Network
Management Protocol) allows service providers to monitor all network
and application server status through web browser (IE) anywhere and
anytime.



a. Web Browser Based

It is a web browser based management platform. Users can log in anywhere
and anytime.

& )| @ http://59.120.158.165/web/admin/login php?langi

o-2ex|@ ement Server VG-MS... | @ Administrator Login x

Login

Username: |

Password:

Language: | English E]

b. Add / Delete / Modify Application Server

Service provides can add / delete / modify application servers in the
management platform.

Camera Location DServer APPServer Change Password Logout

Appserver Management:

Current Application # APPServerSN APPServerName Capacity APPServerType Database Name Register User Delete Edit

Server in the Oserver 1 R1660512GDOASUB4P3ES systemk 500 NMB-Server dserver_systemk systemk Delete
Assign Multi-
Contral Page 2 E160R6LINZOWQUP33651 GKB_Bserver 500 WMB-Server  dserver_twl — —ooor ot

Delete
user

m
=3

3 13G0A3F2EROSVUL5S432  Turkey Y3K 300 NMB-Server dserver_tw1 y3kdemo Delete

APPServerSN : Capacity -

APPServerType: [ wa-server [ N-Server ] MB-Server  Assign to Multi-user:  © yes © No

Add APPServer Service Providers can add more

application-servers by key-in-Serial
Number of the application servers and
assign to any users under Oserver



c. Support 50,000 network cameras and 100 application servers on line
simultaneously

Camera Management:
Total Count:10354,Current Page:1 First Next Last

Sequence DevicelD Camera SerialNo Delete
1 3084 0000V1X2FSOFSU3TGOFS Delete
2 456 0005M5X2770ESUL221B0 Delete
. 3 4820 0006C4X2AEORSUE1T425 Delete

Total cameras in the
4 8019 0014M5X2C8088U35T3L0 Delete

Osesrver now

5 3099 0015B4X29L OFSUY4MOU2 Delete
6 6941 001710X2CBOESU17M4AD Delete
7 7308 002716X2CI005U354305 Delete
8 9316 0034VANZFXOPSUNIW2Z2 Delete
9 7922 004060X2CJ055U00Q555 Delete
10 10312 0040Z2X2GGONSUK3K2E2 Delete
Camera SerialNo | AddDeiice Key in Device ID to add more

cameras in the Oserver
Add Camera sn In Bulk:

Upload file:

d. Camera adding and deletion, user name adding and deletion, user
name querying.

When system needs to add more cameras, service providers can add
cameras by key in each camera device ID. In case of users forget passwords,
service providers can reset the passwords.

Add Camera sn In Bulk:

Upload file:

Camera SerialNO Query:
Camera SerialNo: Key in Device ID to find the user

name

Password Update: 4
Reset Passwort
Usemarme: MNewPassword:

Delete registed user:

Usemame: Delete User name

Delete Register User Camera SerialNO:

Camera SerialNo: Remove camera from any
registration



b.

The Oserver is also with built in web server, which allows service provider
to create their own web site log in URL and GUI.

JCryption Encryption for user name and Password

o

=

Username |gkbsecurity

Password  eesssssssess

Language |English |~| Support mulfiple

Remamber account |angauges
s/
X .
Login Forget PWD

JCyrption Encryption

for security issue

Customized login web portal GUI and URL

-

@I@ http://www.cloud-nvr.com/web/login.php?langid=0x9 P~RBEX I /ﬁ Maaﬁmwxe.M 5 fa' E

GKB'

uct

wssful Story

nload NVR

losite

C.

Customized log in URL and GUI

4},
y

PN

@
e |

Username gkbsecu

Multi-Language Support
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Username

Password

Mutliple Lhnguages
Language




SNMP

The web based SNMP allows service providers to check all network
devices including cameras and application server status anytime and
anywhere.

a. Details briefly latest status of network devices (cameras and servers),
customized status layout, and alarm status search

_ Latest Alarm Information

I Maing Page i Latest Alarm information of the cameris Set Alarm ion display mode ] THiulliple mark alarm messades as have
ol formation’
S i
. and NBServer (linuxNBserver) successful
=1 Classifyy Alam event Camera 42CD —— 20111125 1357.24 Tip
=l ind NBSer linuxNB: uccessful
[ Notification methond 5 wicHD) e ({nushlBserver) s 20111126 135205 Tip
T Server List connection
3 Camera List 3 Camera A43G(HD) offine . - —
= Alarm Log List 4 [ 442D offine & setup layout - Win rm:
3 System Diagnostic B

sonfigphp

(s i
Internet Emlﬂ“ N Setup Notification message layout

=) [Betup display layout : |Within One Day

P
&
Multpl mrk larm messages as have ogen checked -

@ hitpy//snmp vigeicu.com/read log.php

Notification log search criteria Submit
Starting Date Alarm Level : | ~Please Select ]
Ending Date : [ clear Date | [ mark messages as have been checked | ¢ display layout

System and status alarm
search

‘ ‘

b. Create network devices alarm group and notification (server and
camera) methods

f— s

CPU usage is too high 'CPU usage back to normal card takes too

card take back to normal 'memory footprint is too high memory usage back to
normal

is back up NBServer restore use the main disk space left is too low
NBServer

disk free space back to Online uﬂlinec:l Select serve
normal events

leave SNMP system INTO the SNMP system




stevendCh-2 [ selectAll | submit | [ Appy to All | [ cancel |

and NBServer (xoooo0) and NBServer (xooo0) Online
connection failed successful connection

offline

SNMP S=XTH

Add Alarm notification Select notification

Alamm group name © [server group [ @ methods for which alarm
Notification methond : | —Please Select — | =] group

—Please Select —

E-mail Notification

SMS Notification

Audio Modifiction
O

s are slected, please put ;" in betwean

Alarm group name and notification list

n Notification methods E-mail Address / Phone Number / Audio File n
e

c. Provides application server detail current status information

i ) .
e NBServer Name ; linuxhiBserver NBServer Sefial . 1371521243005 US032PD
Cltmml=szrss Number
Online Status * Online
System Information
CPU Usage 1% MIC Usage 0%
. Maximum IP cams |
Memeory Used : 155MB ~ = 300
connection
. Backup Server . .
FBD et | o784TME status P Mo @ Server detail status
Metwork Information information
Public IP status i Yes Public IP * 60.191.34.153
Public TCP Port : 9500 Public UDP Port = 9800
Local UDP Port : 9300 Web Viewing Port : 9800
Meobile Phone . .
o 1 11000 UDP Port Status ! Mapped
Viewingi Port
Local IP Information  * 60.191.34.153;
On Line Status
Total IP cams on Line @ 3 Total log in P2
Total video streams
Total IP cam assign 5 outflow for Web P2
viewing
Total video streams
outflow for Mobile =0
Phone viewing
Record Information
IP cams are in . Total IP cams
=5 2

reocrding now recorded




d. Provides camera detail current status information

Vi
3 & Network Information
= @agdvs Camera List under
3gdvs-1 Public TCP Port T 78h7 Public UDP Port T 78h7
= = user name . . .
3gdvs-2 Local UDP Port - 7857 Web Viewing Part © 7857
3gdvs-5 Mobile Phone Viewingi @ 7858 Local IP Information © 192.168.0.210;
- 3gdvs-4 Port
~3gdvs-3 UDP Port Status ! Mapped  Public IP status * No
S “Ste"e" On Line Status
“steven4Ch-1
steven4Ch-2 Camera Status | Online Status  Online gz;ned COUEDIREE : Disconnect
er
steven4Ch-3 ¢ ) .
T T Connect to Recording : Disconnect Conect to Mobile Phone : Disconnect
Server Relay Server
steven_3g_140A_1 .
SAEmicTlit Detail Info . .
o000t PTZ Control * No SO card Included * No
- cigare43Clis SD card Recording : No Camera Setup NAS 2 g
recording
3468
123456 Camera connectto NAS  © No NAS recording * No
- 623C Slupport . . Yes Assign to NBserver : YES
Firmware upgrade
NBserver recording - Online Assign to Relay Server - YES
Relay Server Support : Online

e. Provides Alarm Log list and search

Alarm Log LISt
1 Maing Page A search

e Type ! | Please Select — Alarm Level : | -Please Select -]

# Alarm and Notification

o Names : Alarm Message : |—Please Select — [~
d8ServerList  goarch Bvent Log usingtarting Date : Clear Date|  Ending Date : Clear Date
1] Camera List . . )
1 Alarm Log Lislifferenticriteria ord ¢ —
1] System Diagnostic $
1 Exat
Delete matched events ][sea!ch][ Rese{]
Total alarm eventd Camera 442CD Online Alarm 2011-11-25 141411
and NBServer (linuxNBserver) successful
of severs and 2 Camera 442CD Tip 2011-11-25 13:57:24
connection
(CEHTE and NBServer (linuxMNBserver) successful
3 Camera 443G(HD) Tip 2011-11-25 13:52.05
connection
4 Camera 443G(HD) offline Tip 2011-11-25 13:51:39
5 Camera 442CD offline Tip 2011-11-25 13:50:47
6 Camera 442CD Online Alarm 2011-11-25 13:50:00
7 Camera 443G(HD) Online Alarm 2011-11-25 13:49:58
d MBS i HE: cti
8 Camera 443G(HD) and NBServer (InuxhBserver) connection 1 2011.11.25 13:49:54
failed
9 Camera 442CD 0] R T e G = Alarm 2011-11-25 13:49:54

failed



f.

NMp.VIgoICUL.COm; SNMp.pnp

System Diagnostic and Report Print out

MTEUA ’ﬁ Management Server VG-M.... | (2 System U

ation

SNMP STBE4:

System Diagnostic Report  Print out report

¢[ Print Diagnostic Report ] [ Save Diagnostic Report ]

D dserver_jx
dserver_jxOn Line Status
Server On Line Status + Online
System Information ) )

CPU Usage : a5 NIC Usage ;g% System diagnostic

Backup S
Memeory Used : 309MB ackup Server 1y Status

status

On Line Status
Total IP cams on Line + 1909 Total NEserver t 4 @

Alarm Message

NBServer Information
MBServer Name ¢ linuxMBserver MNBServer Serial Number * M3Z15212H30DSU9032P0
Online Status * Onling
System Information

CPU Usage 1% MIC Usage f 0%

Backup Oserver and primary Oserver can be located in the local network
or in the internet environment. Backup server sends heartbeat packet to
the primary one for life condition checking and synchronize the data base
(camera device ID, user name, passwords, and application servers). When
the primary Oserver is down, the backup Oserver takes over the place.

a. Primary and Backup Oserver can be in LAN or
internet.

_ b. Backup Server sends heartbeat packet to
primary one for life confidition and synchronize

“ the database

° ®
e . e .
" T —

Primary Oserver Backup Oserver




Oserver and Backup Oserver Hardware Specification

O-Server and Backup O-Server are built on DELL server

Processor Intel® Xeon® X3430
Chipset Intel 3420
Memory 2GB & 1333MHz
Operating System Red Hat® Enterprise Linux
Storage Option Hard Drives : 3.5” cabled SATA (7.2K RPM):  250GB
Network Controller Broadcom 5716 Gigabit Ethernet controller
Slots : 2 PCle G2 slots: Slot 1: PCle x16 (x8 routing), Full Height/ Half Length
Slot 2: PCle x8 (x8 routing), Full Height / Half Length
Power One non-redundant 350W power supply
Two hot-pluggable redundant 400W hot-plug power supplies
Graphics Matrox G200eW w/ 8MB
R310 physical dimensions:
Chassis 42.4 X 434.0 x 610 (mm) ( w/0 bezel)

1.67" H x 17.10" W x 24.00" D (in)
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Video Recording and Relay Server

The video recording and relay server, known as NBserver in GKB model,
records and relays IP camera video worldwide. It communicates to assigned IP
cams automatically to obtain video streams without any network configurations
done at camera sites even cameras are behind single or multiple layers NAT
routers.



The chart lists the maximum recording capability and required storage and
downloading bandwidth of the NBserver under different recording resolution
and FPS.

Quality Camera Bandwidth | Storage (T)

Number (M) Reserve Reserve Reserve

7days 15days 30days

CIF 6FPS 120Kbps 500 70 4.65 9.96 19.92
CIF 8FPS 160Kbps 500 94 6.2 13.3 26.6
CIF 12FPS 200Kbps 500 118 7.75 16.6 33.2
CIF 25FPS 320Kbps 350 134 8.67 18.6 37.2
D1 6FPS 300Kbps 350 123 8.13 17.4 34.8
D1 8FPS 400Kpbs 300 140 9.30 19.9 39.8
D1 12FPS 600Kbps 200 140 9.30 19.9 39.8
D1 25FPS TMbps 150 176 1.9 25.5 51.0

The NBserver allows maximum 200 channels video relay including live view,
playback and download. Below chart lists the required uploading bandwidth
requirement under maximum performance.

Quality Upload Bandwidth (M)

CIF 6FPS 120Kbps 30
CIF 8FPS 160Kbps 38
CIF 12FPS 200Kbps 48
CIF 25FPS 320Kbps 77
D1 6FPS 300Kbps 71

D1 8FPS 400Kpbs 94
D112FPS 600Kbps 140

D1 25FPS 1Mbps 235



a. Completed Web Based Management

The recording setup is a web based management. It requires no any special
software and access to the server in order to do recording configuration.

b. Supports Various Recording methods

The NBsever supports motion, continuous, scheduled recording, and audio
recording.

= | Reoru e seLung —- man —
rcom/web)main ohp £+ 20 % || @ Record Sewer v
| @ rttpy//ww cloud-mvr.comyweb/recordtime php N
e Meon Tue Wed | Thu Fri Sat Sun
Management System 0
1
» Record Setfing 2
3
Cameralame: ABIF ZB (EFA -5 hd
. 1 3>
Device Management Plan Recarding: ® yes © No =
2B L VWhether Record Motion: ©) yes @ o 7
*/ System Settings Whetner Record Audio: @ yes O po. B
S e Record Quality: 1800kbps, HD, 30/25Fps 9
* APPServer Info Recording Status: @ srart ) stop 10
* Authorization Info 11
o i Recording Methods 12 |
— - S || .
P 14
*I Logout 5
Scheduled Recording m
GUI
u View Video v
18
19




c. Assign recording quality and video relay quality over IE and Mobile phone

Management System

»| Modify Device Assignment WB & N = IE video relay / Recording
WB = Mobile phone video relay

CameraName: A{# 3F BTH15

vlanagement
Type of Distribution: #ywg My Clpme
r Management
 FPS:|30/25 [=] Fes Resolution|HD [=] sitrate: 1800 Kops

Settings WB-Server/Record Quality

B Applied to all pages forwarding and video
Function »> )

FPS: please select E Fps Resolution| please select |z| Bitrate: kbps
. ME Transmit Quality
ver Info

(sl Applied to all the mobile phone forwarding
zation Info {annotate:Only megapixels camera supports SXGA resolution, 15/12 frames)
Info
nfo
View Video

d. Showing Camera and NBserver connection status

S R dllowed M e
*| System Seftings AE1F EZM
1 (EFaH — systemk (7] Tday Ohour 1minute 132%';;2&: D, 7 Management =
-| Extend Function > %
N 1800kbps, HD,
APPServer Info 2 AWIF B sysiemk [ Tday Ohour 1minute 3025Fps 7 Management |}
) BOXH A5 ) 1200kbps, HD,
= Authorization Info 3 (BXD1) systemk [ ] Tday Ohour 1minute 10/8Fps T Management |:|
: 5 E{H2F EJMR
iRecord Infg 4 g (EEF- systemk [ Tday Ohour 2minute 1EIUkhp25|,=;;1NGA, 7 Management ]
L)
Group Info =
CCCrE2 (B o 1800kbps, HD,
S 5 FEOXE systemk [} Oday Ohour Ominute 30/25Fps 7 Management D
] hdsf;"jg )( [z systemk [} Oday Ohour Ominute 1 DUKHDSE;;‘NGA' T Management [E
T PTZHh 45 systemk [} Oday Ohour Ominute B UUkhp;': EAEE T Management |}
View Video CAAZ T =
=
] 5 (EE systemk [ Gday 14hour 53minute 182%';:’;; A2 7 Management ]
BOX) b=
saxallhyay o 1200kbps, HD,
$ 9 P12 systemk [ Oday 7hour 52minute 10/8Fps 7 Management =
saxallhyay _ 1200kbps, HD,
10 (ETBOK systemk [} Dday 7hour 56minute 10/8Fps T Management [E
Status icon indication annotate : M Recording [ The Device is offline B Failure to connectthe | i onnected with Devie

Device

B Did not receive

media data B Insufficient disk space 3‘3 Video server is offline = Stop Record



The primary NBservers and back up NBserver are located in the local network or
in internet environment. Backup NBserver send heartbeat packets to all
in-operation NBservers for life condition checking and synchronize camera
information. When any in-operation NBserver fails, the backup NBserver takes
over and take care the recording of the faulty NBserver cameras.
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Backup NBserver

In Operation NBserver




Controller

Processor

Cache

RAID Channels

Host Connect Options
Hot-Swappable HDD
RAID Level

Network Interface Port

Compatibility

Protocol Support
LUNs

Client

San Software
Management

Space Management

Software Services
(optional)

Physical Characteristics
Product  Dimensions
(mm)

Net Weight

Packaging Dimensions
(mm)

Electrical Specifications
Power Supply

Power

Operating Environment

Air Temperature

Relative Humidity
NB-Server Function
Camera Management
Relative Humidity

64 bit QUAD core processor
2GB (Can expand to 8GB)

16

SATA |, SATA Il (optional SAS)

Support

RAID 0, 1, 5, 6 (optional), 10, JBOD, NRAID
4Gbps

Windows 2000/XP/Server2003/NT, Linux, Solaris,
HP-UX, AIX, MacOS

iSCSI/NFS/CIFS/FTP/HTTP/AFP
Maximum 1024
Maximum 128

Web-based GUI, series port CLI

RAID management, virtual storage, virtual network,
system monitoring, system log, and warning
Snapshot, clone, WORM, data synchronization,
backup,

bandwidth reservation, application optimization

(W*H*D) 430 *132* 660
22Kg (no HDD)
(W*H*D) 650 * 340 * 880

220VAC, 60/50Hz
750W

5N -40N
20%-80%

Web-base GUI
20%-80%
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Client Software

Viewer11 is a Window-based client software provided by GKB. It allows
users to log in to the NBserver obtaining live video of cameras,
performing playback of network cameras, and downloading of the
recorded video from the NBserver.



a. Live View

It allows maximized 64CH live view with different layout options. It also
supports digital zoom in up to 64CH.

Realtime PB from server | PB from local Configure

Single channel
Four channels
Six channels

Eight channels
MNine channels

Sixteen channels

Twentv-eight channels

Digital zoom in Interface

Realtime PB from server PB from local

Digital zoom

25210 2011910:16:31

Sl SREZRIREY |




b. Playback

It allows users to playback the NBserver video up to 16 channels maximum. It
also supports digital zoom in up to channel as well

Login Realtime PB from server | PB from local Configure

= Camera list
&

'y Digital zoom \:\ Show valid cameras

[ [2011-11:06 23:14:07 | 2| (5l fsoff [5

[ B N . =[5 gkbsecurity@Taiwan1:34;
e i =il Back Factory

1 = B1
K BS
-l Front Door
M F1

K F2
. F3
=il Parking Area
i P1

S P2~speed dome
P2~speed dome[PB SD card]

c. Download Feature

It allows users to download the NBserver recorded video remotely. The video
can be downloaded in .AVI format and only download event video only.



